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Secret key extraction 
PLOB bound: 

Parameter estimation 

Channel discrimination 
Dense coding 

 log 1 1.44r     

Ultimate bounds on adaptive 
communication protocols 

Teleportation stretching  



Continuous-Variable 
Measurement-device  

independent QKD 

Full security proof 

Proof-of-principle 
experiment 
(with DTU) 

Network protocols: 
- QKD over arbitrary distances 
- light matter interface 
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Quantum Cryptography in the 
Bounded Storage Model  

Assumption: The 
users have access 
to quantum 
memories with 
limited capacity 

Damgaard, Fehr, Renner, Salvail, Schaffner 
Lecture Notes in Computer Science (2007) 

Wehner, Schaffner, Terhal, Phys. Rev. Lett. (2008) 



Quantum Cryptography in the 
Bounded Storage Model  

All two-party computation are 
secure. 
E.g., bit commitment, oblivious 
transfer.   

QKD and direct secret 
communications:  
Yields much higher rates and 
improved robustness to noise. 

Alice Bob 

Alice Bob 
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Cryptography from the physics of 
Boson Sampling 

JP Dowling 

PP Rohde 

D Berry 

Aaronson, Arkhipov 
Proceedings of the ACM (2011) 



Cryptography from the physics of 
Boson Sampling 

U 1U 



Computational security. 
Can be broken by a quantum computer. 

Information-theoretic security. 
Cannot be broken by a quantum computer. 

Within the Bounded Storage Model.  

Huang, Rohde, Berry, Kok, Dowling, Lupo, arXiv:1905.03013 



Quantum Data Locking 

Assumption: quantum memories 
can reliably store quantum 
information for no longer than a 
limited, known, time 

Hayden, Leung, Shor, Winter, Comm. Math. Phys. (2004) 

Guha, Hayden, Krovi, Lloyd, Lupo, Shapiro, Takeoka, Wilde,  
Phys. Rev. X (2014) 

DiVincenzo, Horodecki, Leung, Smolin, Terhal, Phys. Rev. Lett. (2004) 

Fawzi, Hayden, Sen, Journal of the ACM (2013) 



Quantum Data Locking 

Secret seed: Alice and Bob secretly agree on a short secret 
key of k bits. This is used to agree on the unitary U 

Encoding: Alice encodes M bits using the selected 
unitary (tunable linear optics circuit) 

Decoding: Bob applies the inverse unitary to decrypt, 
and measures by photo-detection 

Waiting time: Alice and Bob wait a time longer that the 
maximum quantum memory time 

Post-processing: Alice and Bob perform the routines of 
parameter estimation, error correction, privacy 
amplification 

Lupo, Lloyd, Phys. Rev. Lett. (2014) 



Uncertainty principle 

U

Different unitaries define different bases, 
or “codes”. 

A non-authorised user who does not know 
the secret seed gets little or no knowledge 
about the message. 



Uncertainty principle 

U

- How many bits can be encrypted and reliably sent from Alice to  Bob? 

- How many bits of initial secret seed are needed? 

Different unitaries define different bases, 
or “codes”. 

A non-authorised user who does not know 
the secret seed gets little or no knowledge 
about the message. 



Highest density of bits encrypted  
per optical mode 

log
m

r
n

 
  

 

 log 1k n 

# of secret bits sent: 

# of secret bits initially shared: 

For example, take m = 2n:  2 log 1r n n 
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Linear loss  

Huang, Rohde, Berry, Kok, Dowling, Lupo, arXiv:1905.03013 



Highest density of bits encrypted  
per optical mode 

“Boson Sampling” cryptography:  
1 bit per mode 

BB84:  
0.25 bit per mode 

Huang, Rohde, Berry, Kok, Dowling, Lupo, arXiv:1905.03013 



What’s next? 

Scattershot Boson Sampling 
 

Weak coherent states 
 
Direct communication 
 
 

Encoding in phase space 
 

 
Time-bin encoding for long distance communication 
 
Spatial-modes encoding for short distance data transmission 
 
 
Two-party cryptography (e.g. secure PIN identification) 


